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Introduction

Organizations of all sizes are utilizing the In&rim ever-increasing numbers to boost
business efficiency, improve communications witetomers and partners, and connect
remote offices and workers together. Unfortunatigflgse benefits don't come without
risks. Internet connected networks are vulnerabke wide range of security threats.
Organizations are under attack from both insideaurtdide their network parameters
from a wide range of different types of securitsetits that often result in serious
financial losses.

As businesses place massive investment in tharnrdtion and computer/network
infrastructure, effective arrangements are needédentify individual users of system
resources and to confirm that they are who thepquto be and that they are entitled to
use the resources required. The purpose of thisrpgo present information on various
methods of authentication, identify their limitateoand introduce the ProtectID solution
developed by StrikeForce Technologies.

The Problem

The 2001 Computer Crime and Security Survey pubtishy the FBI and Computer
Security Institute shows just how pervasive seguhteats are for organizations:

» 85% of respondents detected computer security besawithin the last 12
months

*  64% acknowledged financial losses due to computadhes

» 70% of respondents cited their Internet conneci®a frequent point of attack.

Up from 59% in 2000
* 31% of respondents cited their internal systene fasquent point of attack

According to a recent study by Price Waterhouse wibrldwide loss of revenue due to
security breaches totaled $1.4 trillion.

Clearly the existing security systems are not wagkiPasswords continue to be stolen
and systems continue to be breached.

How passwords are obtained
There are several ways to obtain a password —

When a hacker tries to break into a network - i.e. the hacker expends effort
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* Social EngineeringThis is the oldest game in town. The most prevalgre of
social engineering attack is conducted by phonenjater diving, is another popular
method of social engineering. A huge amount ofrimi@tion can be collected through
company dumpsters.

* Hacking from the outsidén this scenario, the hacker breaks into the aatie
network and obtains the password.

» Hacking from the insiddn this scenario, an employee of the companyic&aduce
a scanner into their computer, capture passwooalgrity over the corporate network
and crack them at a later time.

» Hacking wireless network$Vireless networks (Wi-Fi) are growing in poputgri
these days. Typically, username and passwordsatersthe clear when using
public Wi-Fi networks. Where encryption is usedyl$socan be used probe, capture
wireless packets and crack the passwords.

When an authorized user unwittingly “catches” somehing from the internet — i.e.
the victim unknowingly helps the hacker

» Key Stroke loggingkey Loggers, like the name suggests, are progthaigecord
keystrokes from the computer keyboard and eithgs ibto the computer or sends it
to its maker through a built in e-mail engine. Hegging allows a prospective hacker
to gain access to the user name, passwords, anccedit card numbers.

* Remote Administration TooIRATs are remote administration programs that have
been embedded into an unsuspecting victim's complheés is the most dangerous of
all hacking tools as it allows complete and totattcol of the infected computer.

* Trojans All Trojans are hidden programs that are disgliséhin another program.

* Spyware Spyware as the name suggests is software tbathedded on a computer
and records passwords, Internet visits, cookiescandsometimes control computers
services and remotely execute commands. There ang ocomputer programs
offered on the Internet for free that have hiddesjdns with spyware embedded in
them.

* Worms Worms are programs that propagate by themselaes-mail or file shares.
Newer variants of these also include Trojan hoeseksoftware to capture key
strokes. So imagine this — all a hacker has tsdotioduce a worm into the internet
and the worm wiggles its way into millions of contgxs. Once resident in the
computer, passwords can be captured and sent hathker.

* Phishing This is perhaps the most ingenious screen wheraser unwitting gives
the hacker the username and password willinglydggyto a fake site.

As can be seen, it is relatively easy for a sofaitgd hacker to get hold of passwords.
Making the password scheme stronger

The thrust of security has been to make the pasksaireme stronger. There are two
ways to make a password stronger —

Use it only once... called a one-time-password (OTP
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Make it hard to guess (Biometrics and PKIl)

One-Time-Password

There are three types of OTP implementations —
* Time basedin this scheme, the current time (64-bit représtgon) is used as an
input into a cryptographic hash algorithm (a 64deitret key is the encryption
key) that spits out a 6 to 8 digit numeric tokede&o

» Challenge Response baséuthis scheme, a randomly generated challenge is
sent to the user. The challenge is used as animoua cryptographic hash
algorithm that generates a response.

* Event basedin this scheme, the response acts as a chalfentfee next
authentication event. The response is generatégtimanner as above.

Typically hardware devices called tokens, implenteatOTP scheme.
PKI

PKI stands for Public Key Infrastructure. It is bdn Public Key Cryptography wherein
a public key is used to encrypt a message andratprkey is used to decrypt the
message. The public key is typically obtained fo@ertificate Authority (CA) and is

part of a digital certificate which is digitallygied by the CA. In one type of a PKI user
authentication scheme, the server sends a chalterte user. The challenge is
encrypted by the user’s private key and is senk bathe server, as a response along
with the user’s digital certificate. The serverigtates the certificate and decrypts the
response using the user’s public key. If it matdheschallenge, the user is authenticated.
The user’s PKI credentials can be stored in a sraattor a USB Token.

Biometrics

Biometric devices use some measurable feature wicividual to authenticate their
identity. The devices are built on the premise gigtsical human characteristics are
unique and cannot be borrowed, misplaced, forgeters duplicated, or forgotten. There
are a number of different human characteristicsdha be used in biometric recognition
— Fingerprints, Hand geometry, Facial recognitidand written signatures, Retinal
Patterns, Iris patterns and Voice patterns.

The biometric device generates a template (a pdesined representation of the
biometric) which acts as a password. Since thismigque to an individual, it is hard to
guess.

Strong Authentication
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Typically OTP, PKI and biometric authentications anplemented in conjunction with
password authentication ... so called two-factortrgy authentication. The first factor

is the password (what you know) and the secondrfasteither an OTP generated by a
hardware token (what you have) or PKI credentiaeesl in a smartcard / USB Token
(what you have) or a biometric credential (who ypoe). The reason two factors are
needed is that in case the token or smartcardlsnstit can’t be used as is. The password
must also be known.

How to defeat strong authentication

To defeat strong authentication, both the factorpassword and the second factor
(OTP/PKI/biometrics) have to be compromised. Weehaveady seen that passwords
can be compromised. Let us look at the vulnergtilitthe second factor.

OTP. The security of an OTP is based on cracking tiiptographic hash. Cracking the
cryptographic hash is not trivial but is a relalyveasier proposition since the input is
known (for ex., the time variable or the challeng®hat the hacker needs to do is to
gather data (input and output) for a certain nunabeessions. To do that, the hacker
would have to monitor the authentication sessiarisgh can be done via a key logger
and/or spyware). Once this data is obtained, tiskdravould need to crack the
cryptographic hash to obtain the secret key. Tarskee done offline and the hacker can
also harness several machines (that have previbesly compromised) to aid in the
process. This task is getting easier with the acesuin CPU power.

PKI: It is difficult to crack PKI encryption. So theaw to defeat a PKI scheme would be
to steal the PKI credentials stored on a smarteaedUSB Token. In many cases, these
are protected by a PIN. For example, a user woaNe o enter a PIN before the
software on the PC will read the smartcard. If 8l was captured by a keystroke
logger and the hacker had a Trojan that could comeate with the smartcard, it would
be possible to steal the PKI credentials.

Biometrics Typically, when a biometric template is sent toeatral server for
authentication, it is in encrypted form. So the wagefeat a biometric authentication
scheme would be to capture the biometric templeferb encryption. This can be done
via a suitable designed Trojan (similar to a keggker but logging the biometric device
instead).

So it is difficult but not impossible to crack amtg authentication scheme.

The real problem

The real problem is that the hacker has a chanestty the stolen credentials. Consider
this ...

The threat profile is growing by the day and hasngfed significantly in the past couple
of years -
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* More people around the world can afford PCs aretmat connections.

* Broadband penetration is increasing rapidly.

» PC processing power is increasing.

* Hybrid viruses/worms/Trojan horses have the abibtybreak into” computers
automatically and steal data (aided by unwittingrs)s

» The focus of computer crime has changed from hgcdkinfun to hacking for
profit and increasingly criminal gangs are operaimcyberspace.

» Hacking has been made easier with the proliferasidmacking websites and
toolkits. If you enter “hacking made easy” on Gaglou get millions of hits!

* With compressed software release cycles, lesstiatteis being paid to writing
secure code, resulting in vulnerabilities which barrapidly exploited before
patches are released.

Basically, it is a given that vulnerability is onlycreasing and no network is safe even
with strong authentication.

The Solution

The only solution is to physically isolate the netlwvand permit access only to trusted
users. This way the hacker will not have a chaaemnter the credentials, even if they are
known to him. This may be possible for certain o security applications where it is
possible to lock-up a few computers isolated fromdutside world and biometrically
authenticate users who physically enter the rooowé¥er, this approach is impractical
for the real world which is dependant on a netwdr&eonomy.

So the next best thing is to isolate the netwogkdally.
“Out-of-Band” Authentication

“Out-of-Band” Authentication (OOBA) is a way to lmglly isolate a network. In OOBA,
the user’s authentication credentials are passadatwork that is logically isolated from
the access network.

This “Out-of-Band” approach was implemented sudtidlgsby AT&T many years ago

in order to stop the theft of telephone time. Hage days, the signaling path (used to
setup a call) and the voice path were the same. rasult, the hackers would trick the
phone switch into not billing the party making ttedl thru the use of what was
commonly called "red, blue, and black boxes" thatild mimic the signaling carried by
the network. However once AT&T deployed the OOBraling scheme (SS7), wherein
the signaling path wdsgically isolatedfrom the voice traffic, their hacking problem
went away immediately.
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Protect|D

Combining OOBA with Strong Authentication enables threat profile to be reduced
drastically. The ProtectID platform is an implenaitn of the OOB Authentication
methodology providing strong authentication viauaber of different authentication
technologies.

Authentication Methods
The following OOB methodologies are supported —

True “Out-of-Band” Authentication, wherein the PIN/OTP is entered in a second
channel

» Entering afixed PIN in a phone — This scheme works in the following way — (1) the
user enters their username and password into ffieagton. (2) Their phone rings
and they are prompted to enter a PIN into theimgho

» Entering an OTP in a phone — This scheme works in the following way — (1) the
user enters their username into the applicationTi2ir phone rings and they are
prompted to enter an OTP into their phone. The @Tipically displayed to the user
in the application.

“Out-of-Band” credential passing, wherein the PIN/OTP is sent to the user via a
second channel.

* Sending an OTP to a phonevia SMS — This scheme works in the following way —
(1) the user enters their username into the agita2) An OTP is sent to their
phone as a text message. (3) The user then enée@TP into the application.

* Sending an OTP to a phone via text to speech — This scheme works in the following
way — (1) the user enters their username into pipdcation. (2) Their phone rings
and they hear an OTP spoken via text to speeci.h@user then enters the OTP into
the application.

* Sending an OTP via email — This scheme works in the following way — (1) tlseu
enters their username into the application. (2)O8P is sent to their email address.
(3) The user then enters the OTP into the apptioati

Token methodologies —
» Hard Token OTP (key fob that displays OTP whentobus pressed).
» Soft Token OTP (OATH compliant software) that caside on a PC or a Black
Berry or iPhone or J2ME compliant cell phone.

Applications secured by ProtectlD

The following applications can be secured by Ptiiee
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Remote Access

* VPN (IPSEC or SSL) — The interface to ProtectID is via RADIUS. In cdke
enterprise has an existing RADIUS server, proxy RA®can be used to connect to
ProtectID. The RADIUS interface is implemented Byeading the Microsoft
RADIUS Server (IAS).

» Citrix — The interface to the service is via RADIUS for Qiérix Access Gateway or
PID HTTP API for older Citrix products.

Web Applications

* Web Applications— The interface to the service is via the PID HTTIPIAThe login
page of the web application needs to be modifiezbtmect to the service for
authentication. Alternatively, a PID ISAPI filteaxhich connects to the service, can
be deployed if the web application is running ori&nServer. In this case, no
modification to the web application is necessary.

* Single Sign On — The interface to the service is via connectordajea on the SSO
server. There are connectors for CA SiteMinderRB8é Cleartrust.

Microsoft Applications

* Microsoft Outlook Web Access — The interface to the service is via a PID ISAREfi
that resides on the 1IS Server on which OWA is mgn

» Microsoft | SA Server — The interface to the service is via a PID ISAefilthat resides
on the ISA Server.

* Microsoft ASP.Net Applications— The interface to the service is via the PID HTTP
API. The application must be using forms authetibcaand the login page must be
modified to connect to ProtectID.

e Microsoft SharePoint — Via ASP.Net Forms authentication.

* Windows Domain Logon - Via modified GINA.

Risk Based Authentication

ProtectID can be used to step up authenticati@omunction with risk based
authentication systems. ProtectID is invoked wihnenrisk score generated by Oracle
requires two factor authentication. ProtectlD hesrbused with Oracle OAAM and RSA
Adaptive Authentication products.

Cloud Applications

ProtectID can be used to secure cloud applicatalss called Software As a Service and
Authentication As a Service). ProtectID has integfafor the following applications.

o Google Apps
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o Salesforce.com
o Triciper's MyOneLogin

Federated |Identity

ProtectID can act as an Identity Provider to autilcate users in a Federated ldentity
scenario. In Federated Identity, a user is alloteddg on to partner sites as long as they
are authenticated by their Identity Provider. Retii2 implements the SAML 2.0.
standard.

OpenlD

ProtectID can act as an OpenlID Service Provides &hables the ProtectID system to
be used to provide two factor authentication fobsites that accept OpenlID
(implemented by over 30,000+ websites).

Administration

Administration consists of provisioning and managine system. There are several ways
to accomplish this.

Protectl D Manager — This is a web based manager used by administrdtbis enables
role based, delegated administration of the systdma.functions include provisioning
users, administering users and viewing audit logs.

Protectl D Self Service Portal — This enables limited user self administration and
provisioning.

Active Directory Sync — This enables the users to be provisioned in tbeePtD service
via Active Directory.

Provisioning Interface — This enables an enterprise provisioning systepragision
users into the ProtectID service. The provisiorpngfocol is HTTP based.

Product Configuration

There are two configurations — standalone and Hostea hosted environment, multiple
companies can be supported on the same systeneadthcompany having a partitioned
database and administration. The system is artbdec a modular fashion for high
reliability, scalability and availability so as sopport millions of users.

What makes ProtectID different from other products

Platform Approach- Unlike other products which typically offer aagie authentication
method, ProtectID offers multiple authenticationtinoels. This enables an enterprise to

~ 10
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have a choice and have different authenticatiorhau= for different user populations
based on risk level, cost and deployment strateBiesause the platform is extensible,
newer authentication methods and interfaces cardtded making the platform viable
into the future.

“Out-of-Band” Authentication— The ProtectID platform supports five different-of-
band authentication methods, making it the mostpretrensive out-of-band
authentication solution in the market.

Backup Authenticatior ProtectlD enables any authentication methodctkip any
other method. For example, the phone can be usadbaskup to a token. Thus existing
token installations can deploy ProtectID as a bpauthentication scheme and save on
help desk costs.

Multiple Deployment options ProtectID can be deployed in the following ways
* On asingle server
* On multiple servers with distributed components
* As a ASP service where the customer interfacdse®érvice via HTTP or
RADIUS.
e As an out-of-band cloud service wherein the custastaes the authentication
data and uses ProtectID as the out-of-band autatioin channel.

Support for Transaction AuthenticatienDue to its text-to-speech capability, ProtectID
can deliver a summary of the transaction to beeatitated. This is useful in preventing
Man-In-The-Middle attacks.

Conclusion

Logically isolating the network and using strongheuntication to authenticate valid users
is the only way to combat the escalating threautonetworks. Because no matter how
good a defense we put up, as long as the hacker tlzsnce to break-in, the network is
not safe.
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